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ABSTRACT

This research developed a system of trusted agents and user nodes that
cooperated to exchange behavior reports and establish a record of each
node’s behavior history. This history, based on reports and observations,
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was expressed as a reputation index (RI). The RI, with evidence in the
form of signed Fls, provided an expectation of their partner’s behavior
before entering into or dissolving an association. By providing an
indication of each other’s trustworthiness, nodes avoided misbehaving

nodes.

INTRODUCTION

Trust, and moreimportantly decisionson trustwor-
thiness, isomnipresentinlife. Luhmann’ssociological
approach™ considered trust as “ameansfor reducing
the complexity in society.” Thiscomplexity wascre-
ated asindividua sinteracted using their own percep-
tions, motivations, and goal's. Solomon and Flores?
contended that “trust formsthe foundation, or the dy-
namic precondition, for any freeenterprisesociety.” They
pointed out that what constituted freedomwastheright
to make promisesand, moreimportantly, theresponsi-
bility for fulfilling them. Trust, therefore, wasthebasic
underpinning of acooperativeenvironment. Trust was
not an inherited trait but was|earned asamember of
theenvironment i nteracted with others. Another appli-
cable definition of trust was provided by Gambettd®

“...trugt (or, symmetricaly, distrust) isaparticular
level of the subjective probability with which an agent
will perform aparticul ar action, both before[we] can
monitor such action (or independently of his capacity
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of ever to be able to monitor it) and in acontext in
whichit affects[our] ownection.”

Humans usually based thedecisontotrust on his-
torica evidencethat led themto predict another person
or entities’ futurebehavior®. Whenthispredictionwas
shown to be incorrect, the other person was trusted
less, if at all. Rather than accept a philosophical be-
trayd, because “trust can only concern that which one
person can rightly demand of another”®, humans ac-
knowledged the presence of selfishnessintheir envi-
ronment!® and took stepsto avoid being victimized by
salf-centered peers. Any declaration of another’s self-
ishnesswas dependent on establishing the context of
thetrust eva uation.

Timeand context were two characteristicsof the
multi-dimensional nature of trust. The time aspect
showed that trust was dynamic; adisreputable person
could redeem himself through honest actions and a
trusted person could becomelessreputableif hedem-
ongtrated deceit. Context wasthestuationinwhich trust
was being considered. An exampleof context wasthat
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Alicemay trust Bobto order wineat dinner but wouldn’t
trust himtofix her car.

Bob trusts Carl
¥
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Figurel: Trandtiveand associativetrust

Trust could betransitive, asshownin Figure 1. If
Alicetrusted Bobto pick wineand Bob trusted Charles
to pick wine, Alice might reasonably trust Charlesin
winesdectionif shewereagpplyingtranstivetrust. Alice
could dso congtrain thistrust by context. The constraint
meant that, dthough Bob might trust Charlesto split the
bill fairly, Alicemight havebeenwillingtorisk Charles’
wine choicebut might not be expected to trust theway
hedivided the check.

Alicemight chooseto constrain her trust through
association, illustrated ontheright sdeof Figure1. This
type of trust required Alice to gauge the extent she
trusted Bob before asking hisopinion on Carl’strust-
worthiness. Bobwould reply with aqualified expres-
sonof hisestimate of Carl’strustworthiness. Onceshe
had established her trust in Bob and histrust in Carl,
Alicecombined bothtrust levelsto create her ownini-
tid impresson of Carl’strustworthiness. Alice’sguarded
trust or cynicismalowed trust to be expressedinacon-
tinuous, rather than discrete, manner asit wasin socio-
logica settings

Expressingtrust in continuoustermsquaified trust
intermsof context (e.g., Alicetrusted Bob’stastein
wine) or acceptanceof risk (e.g., sincethebill wasonly
$5, Alicewaswilling to seehow Charlessplit thecheck).
Individud sevauated evidenceof their peers’ behavior,
forming aperception of behavior through risking be-
traya with each interaction. Themeansof determining
trust wascomplicated by numerous definitionsand ap-
plicationsof trust.

NODAL SYSTEM SECURITY
ARCHITECTURE

Each member node contributed to the system se-

curity architecture, as shown in Figure 2. Each node
executed athree-layered security agent that implemented
thissecurity congtruct. Somelayers, liketheKMSlayer,
contributed to the DCE at large, whileothers, likethe
Intrusion Detection System (IDS) layer, werefocused
more on theindividual node. These agentswere au-
tonomous, in that the parameterswere set by the oper-
ating nodeand not by network-wide security policies.

|
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Figure?2: System security architecture

An agent-based approach was sel ected because
of itssuitability toamobilecollaborative environment!”.
Each node possessed acompl ete security system and
could operateindependently based on peer nodesthat
wereknown toit or observations madefirst hand. A
node could alsojoinacoalition or collaborative group
and takeadvantage of thegroup’sinformation. Thenode
retained thisinformation whenit chosetoleavethe coa
lition or thegroup’s network area.

The KM S managed user identity certificatesand
established therulesfor issuing, reissuing, and revoking
certificated®. Inacentralized network, thisKMSre-
lied on directory replication and certificate revocation
lists(CRLS.) Inadecentralized environment, the goal
wasto providethe KM Swith access control decisions
based on the trustworthiness of the perspective peer
node.

The TM Swasimplemented asacentral data-pro-
cessing layer of theoverall system security architec-
ture. The TM S provided the KM Swith alayer of ab-
straction of theoverall trustworthiness of nodes, based
ontheactivity of the nodesin thenetwork. Asthecen-
tra layer, the TM Sdetermined whether totrust or dis-
trust itspeersbased onitsindividual trust thresholds.
Thetrust management system then reported itstrust
decisonsto theKM Sfor itsconsderation.

Atthelowest layer, an IDSor network monitoring
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schemé® provided periodic performance observations
to the network. These observations were distributed
throughout the system in amodified epidemic routing
agorithm, smilar tothe sdectivedissemination scheme
proposed by Dattd'?. Thearchitecture’slowest level
wassmulated, asitsspecification and constructionwas
beyond the scope of this paper.

Thefollowing sectionsdevel op therequirementsfor
the trust management layer and detail the theoretical
mode underpinningitscongtruction. First, weexamine
therequirementsfor building and using reputationsina
virtual society or collaborativegroup. Thenthe TMS
inputsand outputs areidentified beforetheinterna pro-
cessesof the TMSaredetailed.

IMPLEMENTING TRUST

Previous sections described how the KM Sand the
IDS layers of the system’s security architecture pro-
vided reportsand observationsto the TM Sin return
for assessmentsor information. WithintheTMS, the
KM S-provided identity was used to anchor behavior
information collected on an associate. The source of
theinformation wasincluded in the assessment of the
associate’sbehavior, resulting in areputation index that
served asan expression of the associate’strustworthi-
ness.

The TMSthen gpplied thetrustworthinessestimate
to authorization decisions, whether we call thesedeci-
sions access control or privilege management. Trust-
based decisonswereuseablein distributed system se-
curity becausetraditional, centralized authorization
mechanismswere perceived asinadequateé™. ATMS
gavetheability toidentify misbehaving nodesthat moved
around inthe network, with theintention of isolating
them from therest of the network. Thisisolation was
achieved when the “good”” nodes refused to interact
with the““bad” nodes.

Thisresearch devel oped asystem of trusted agents
and user nodesthat cooperated to exchange behavior
reportsand establish arecord of each node’s behavior
history. This history, based on reports and observa-
tions, was expressed asareputation index (RI). The
RI, with evidencein theform of signed FlIs, provided
an expectation of their partner’s behavior before enter-
inginto or dissolving an association. By providing an

indi cation of each other’strustworthiness, nodesavoided
misbehaving nodes.
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Figure 3: Implementation of trust typesand constr ucts

Starting with the theoretical work conducted by
McKnight and Chervany!*?, trust typesand constructs
were combined into modules and procedures, shown
in Figure 3. Thesecomponentswerethen linked through
information flowsto create thetrust management sys-
tem. Theaugmented trust construct diagramisshown
inFigure4.
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Figure4: Trust constructswith infor mation flows

Firgt, thetrust store provided evidenceto therepu-
tation-scaling processin the sameway that astuationa
trust construct provided the basisfor the establishment
of interpersond trust. At thesametime, theindividua’s
innate tendency to extend trust guided the processing
of global information to determinethe current state of
trust inthe system or the surrounding the person found
himself in. Theinformation was processed and passed
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to ahigher-leve processto assert thetrust intention.

Thetrugt intention wasdescribed asthe current state
of trustworthinessof an associateintheprevailing cir-
cumstances. Usinginterpersonal and system trust, the
trust intention compared the associate’s actions with
thegenerd risk stateinthelocal areato produceatrust
decison.

Thetransformation of thetrust construct relation-
shipsto an operational system suitable for amobile
dynamic collaborativeenvironment wasfairly straight-
forward. Previous sections of this chapter discussed
the quantitative mechanismsand theinput/output rela-
tionships between the modul es that represented the
congtructs. Thesystem design, therefore, wastheblue-
print for theimplementation of Chevarny andMcKnight’s
hierarchy of trust.

Illustrated in Figure 5, this system design was cen-
tered on thetrust management componentsthat reside
on each nodeof the network. TheKMSand IDSwere
depicted at thetop and bottom of the diagram, respec-
tively. Arrows show how themodulesexchangedinfor-
mation from these external entities. Theseflowswere
the same asdiscussed in Figure4 but were described
intermsof theinformation component rather than the
conceptud e ement.
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Figure5: Trust management system architecture

The center of thediagram shows how anode pro-
cessed, evaluated, and stored the behavior information

using thetrust store (TS) and the reputation-scaling
module (RSM). Risk assessment, abackground pro-
cess, continually adjusted trust thresholds based on
current network conditions. Whenthe KM Srequested
atrust decision, the prospective associate’sreputation
was compared to the current trust threshold. Oncethe
eval uation was complete, the TM Sforwarded an ac-
cess control decisiontothe KM S. Theremainder of
thisdocument concernsitself with the specification and
simulation of the TM S operation.
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